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(54) DATA PROCESSING APPARATUS 



(71) We, Internatiomal Business 
Machines Corporation^ a Corporation 
organized and existing under the laws of the 
State of New York in the United States of 
5 America, of Armonk, New York 10504, United 
States of America, do hereby declare the in- 
vention for which we pray that a patent may 
be granted to us, and the method by which it 
is to be performed, to be particularly described 
10 in and by the following statement : — 

The invention relates to data processing 
apparatus. 

Considerable time and expense is incurred 
in debugging programs for data processing 

15 apparatus. To assist the progranuner in dd^ug- 
ging programs the contents of various registers 
may be dumped, after a program check has 
been detected. However, while the contents 
of a dump are helpful, it is not possible to 

20 trace back to the point in the program where 
the actual programming error occurred. 

The present invention provides data process- 
ing apparatus for exeaiting a program of in- 
structions, in which predetermined situations 

25 occurring during the execution of an instruc- 
tion are designated program events, the 
apparatus including means for indicating that 
a particular program event or events is to be 
detected, means for detecting that an indica- 

30 ted event has occurred, means responsive to the 
detection of an indicated event for recording 
that tlie indicated event has occurred, means 
for completing the execution of the instruction 
during which the indicated program event was 

35 detected and microprogram control means for 
fetching instructions from storage and for 
executing instructions in an arithmetical and 
logical unit, in which each program event has 
an associated microinstruction, and in which 

40 the detecting means is responsive to- the indica- 
tion that a particular event is to be detected 
and to the occurrence of the microinstruction 
associated with that event. 

Thus the invention enables the programmer 

45 to trace the point at which an error occurred 
by recording certain specified program events. 
Such program events (PE) include : 



1. the fetching of an instruction from 
designated main storage locations; 

2. the successful execution of a branch in- 50 
struction^ 

3. the alteration or use of designated general 
registers; 

and 

4. the alteration or use of designated main 55 
storage locations. 

This is called herein "program event record- 
ing" (PER). While only four events are speci- 
fied above many other events could be detected 
and recorded. The programmer can specify one 60 
or more events to be recorded during the 
execution of the same instruction. The infor- 
mation concerning a program event can be 
obtained during a program interruption with 
the cause of the interruption being specified 65 
by the interruption code. The program inter- 
ruption is taken after the instruction in which 
the indicated program event is detected has 
been executed. In one embodiment of the in- 
vention a " program event detected " latch is 70 
set when an indicated event is detected and in- 
formation concerning the event is set in a buf- 
fer- At the next instniction fetch time, the 
program event detected latch is tested and if 
set the program interrupt is taken to record the 75 
event. 

The data processing apparatus noay include 
means for inhibiting the operation of the pro- 
gram event indicating means whereby the 
apparatus may operate without program event 80 
recording being available to the programmer. 
The inhibiting means may include a program 
event mode indication bit located in a pro- 
gram status word (PSW) used to control the 
apparatus. 85 

In a microprogram controlled data process- 
ing apparatus each program event may be 
detected when a microinstruction associated 
with that event is used to control the data pro- 
cessing apparatus. When the program event is 90 
detected a microprogram subroutine can be 
used to set the program event detected latch 
and to store information relating to the pro- 
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gram event in a buffer. Control of the data 
processing apparatus then returns from the 
subroutine to tlie main microprogram to com- 
plete the execution of the instruction in which 
the program event had been detected. When 
the next Instruction fetch microinstruction is 
processed the program event detected latch is 
tested and if set the program interrupt is taken 
to record the program event. 

Each program event to be detected may be 
indicated by setting a program event code 
latch. The deteaion of a program event can 
be achieved by ANDing the set output of a 
program event code latch with the appropriate 
bits of the operations code of the microin- 
struction. In addition to providing means for 
inhibiting program event recording, the output 
of the event code latch and the appropriate 
bits of the operations code of the microinstruc- 
tion may be ANDed together wixh the pro- 
gram event mode bit located in the program 
status word. 

Program events which involve a main 
store address comparison or general purpose 
register can be very numerous. In addition 
information stored in various registers must 
be protected after a program event has been 
detected while the microprogram sets the pro- 
gram event detected latch and stores informa- 
tion relating to the event- In one embodinient 
of the invention data is logged-out into 
dedicated areas of the apparatus. The program 
event can then be evaluated using this dedi- 
cated area. The evaluation determines if the 
storage location is in a designated area of store 
or if the register is a designated register. The 
data logged out includes the contents of a 
microinstruction address register, main store 
address register, instruction counter and 
various general purpose registers. The dedica- 
ted area may be a dedicated area normally 
reserved for handling errors or system stop 
conditions. In an embodiment of the inven- 
tion a local store is provided in which one 
portion is set aside for normal processing and 
another portion is set aside to act as the dedi- 
cated area for log-out. 

The invention will now be described by 
way of example with reference to the draw- 
ing v/hich shows a microprogram controlled 
data processing apparatus in which the pre- 
sent invention is embodied. 

The data processing apparatus includes a 
storage unit 1 comprising a main store (MS) 
for storing operands and instructions, and a 
control store for storing control words. The 
control words or microinstructions control the 
operation of the apparatus. Tlie microinstruc- 
tion currently controlling the operation of tlie 
apparatus is located in control data register 
2 (CDR). The contents of the CDR are de- 
coded b}'- decoder 3 and control lines 4 trans- 
mit control signals to various parts of the 
svstem. 



Storage address register 5 (SAR) is used 
for accessing words of 16 data bits from the 
main and control stores. Buffer address regis- 
ter 6 (BAR) and incrementer 7 store and in- 
crement respectively the address in SAR. An 
address may be entered into SAR from BAR, 
Work Store 8 or CDR, Alternatively, an 
address may be forced or a digit may be 
entered directly from Work Store 8. Two 
local stores are provided. Work Store 8 which 
consists of eight separate zones; and an auxi- 
liary store 9 which consists of sixteen general 
purpose registers (GPR), 8 floating point 
registers (FPR) and 8 common work regis- 
ters (CWR). Operands processed by arith- 
metic and logical unit 10 (ALU) are stored 
in the work store S, auxiliary store 9 or can 
be obtained directly from CDR by means of 
the K bus 10a. 

Each zone of work store 8 is allocated a 
particular function. Zone O is allocated to 
CPU operation, that is, all instruction fetches 
and all instruction executions except those 
concerned with input-output operations. Zone 
1 to system reset, logout, retry and program 
event recording (PER), Zone 2 to low speed 
input/output (I/O) device. Zone 3 to a 
printer. Zone 4 to communication devices. 
Zone 5 to disc files and Zones 6 and 7 to 
selector channels. Only one zone is actively 
involved in a microprogram task at any one 
time. A change of task is carried out during 
a microprogram interrupt cycle. The active 
zone is seleaed by select latches 11- The zones 
contain data and the status of interrupted 
task, in panicular the address of the next 
microinstruction to be executed by the in- 
terrupted task. Select latches 11 also allocate 
priority to differ^t tasks. The work store is 
addressed by means of a work store address 
register 12 (WSAR). An address may be 
entered into WSAR 12 directly from CDR or 
console switches 13. The auxiliary store 9 is 
addressed using auxiliary store address regis- 
ter 14 (ASAR). An address may be entered 
into ASAR 14 directly from CDR or by means 
of a digit from work store. Both WSAR and 
ASAR can be incremented. 

Data is transmitted to the various I/O 
devices and to central processor unit (CPU) 
external latches 15 by Bus Out 16. The CPU 
external latches store information required for 
program execution for example masks, keys, 
interruption and instruction length codes, and 
status bits. Data is transmitted to the CPU 
from the I/O devices and the CPU external 
latches 15 by means of bus in 17. The CPU 
external latches can be set or examined by 
the microprogram. 

Initially the microprogram is loaded into 
the control store by a microprogram load file 
18. Each location in the storage imit 1 has 
error correction code bits (ECC) for correcting 
errors in words accessed from storage. Each 
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storage word has 64 data and 8 ECC bits. 
However, only 16 bits and 2 parity bits are 
transmitted for each storage operation. 

The apparatus is also provided with control 

5 logic 19 which consists of a number of system 
control latches which duplicate certain bits of 
the PSWj ecc.^ and are set when data is read 
into control store. The system control latches 
continuously provide signals on lines 20 to 

10 various parts of the data processing apparatus 
for testing for microprogram interrupts^ for 
log out and error conditions; and also for 
testing for program interrupts. 

The microinstructions are classed into five 

15 classes: storage, opera te^ external, branch and 
special. 

Storage microinstructions are used for trans- 
ferring data between work store and either 
control store or main store. A storage micro - 

20 instruction may be indirect or direct- Indirect 
microinstructions use an address of the re- 
quired storage location from work store which 
may be incremented or decremented by the 
microinstruction. Direct microinstructions use 

25 an address provided by the microinstruction 
and can only address a fixed area of the con- 
trol store. 

Operate microinstructions relate to the 
operation of the ALU. Data is processed by 

30 the ALU and the result is placed in work store 
or data is transferred from work store to auxi- 
liary store through the ALU. An operate 
microinstruction may be a Work- Work, Work- 
Immediate, or Work-Auxiliary indirect or 

35 direct, the work-work microinstruction reads 
tv/o operands from work store and places the 
result in work store. Work-immediate micro- 
instruction used immediate data in the micro- 
instruction with an operand from work store. 

40 Work-auxiliary microinstruction obtains one 
operand from work store and one from the 
auxiliary store, if indirect the address of the 
operand in the auxiliary store is a digit 
obtained from work store, if direct the address 

45 is specified by the microinstruction and the 
operand is located in the CWR of the auxiliary 
store. 

External microinstructions include work- 
external and external-immediate. Work-exter- 
50 nal microinstruction transfers data between 
work store and an I/O device. The external- 
immediate microinstruction sets data specified 
in the microinstruction into an adapter of an 
I/O device. 

55 Branch microinstructions are conditional, 
imconditional, multiway, or branch and link. 
Conditional branches test for a zero or non- 
zero bit in work store or in the CWR area of 
auxiliary store, or in the fixed area of con- 

60 trol store or for a non-zero digit in work store. 
An unconditional branch replaces bits of the 
current microinstruction address in SAR. 
Multiv/ay branch microinstructions may be 16- 
v/ay depending on a digit in work store or 4^ 

65 way using uvo low order bits of a digit in work 



store. The branch and link microinstructions 
replace bits of the current microinstruction 
address and store the return address, current 
address -F 2, in a specified location in work 
store. 70 

The special microinstructions are used for 
instruction fetch (I-fetch), for returning to a 
routine after a branch and link microinstruc- 
tion^ and for interrupts in which a new zone 
of work stork is selected and the return address 75 
is stored in the old zone of work store. 

The fixed area of the control store which is 
addressable by work-storage direct microin- 
structions is divided into a common area of 64- 
half words (16 bits) which can be used by 80 
all I/O adapters and the CPU, and six pri- 
vate areas one for each of the six I/O adapters^ 
e.g. low speed I/O printer, communications, 
disc file and two selector chaimels. 

The common area stores portions of the 85 
PSW, various control registers including regis- 
ters for program event recording (PER), rime- 
out counts for I/O devices, log out data, a 
buffer for PER^ interrupt data, and dumps 
and tables used in operating the data process- 90 
ing apparatus- 

The CPU external registers 15 provide 
various controls for the CPU and console. 
There are two arrays of latches; a work-exter- 
nal array which consists of 16 half words and 95 
which has read/write controls to work store, 
and an external-immediate array which con- 
sists of 16-bytes (8 bits) and which can be 
set or reset using immediate data forming a 
part of an external immediate microinstruction. 100 

Generally a particular control is present in 
only one of the arrays. However, some such as 
a condition code are present in both arrays, 
e.g. the two bit condition code in the PSW 
needs to be read into work store for branch 105 
instructions but must also be capable of being 
set using immediate data. 

In operation the PSW contains all the in- 
formation for controlling program execution. 
The PSW includes the instruction address, 110 
condition code, interruption code and other 
fields. A fuller description of the PSW is 
given in the IBM System 360 Principles of 
Operation (IBM is a Registered Trade Mark). 
In general the PSW is used to control instruc- 115 
tion sequencing and to indicate the status of 
the system in relation to the program being 
executed. The active or controlling PSW is 
called the "current PSW". By storing the 
current PSW during a program interruption, 120 
the status of the processing apparatus can be 
preserved for subsequent use. By loading a 
nev/ PSV/ or part of a PSW, the state of the 
processor can be initialized or changed. 

An instruction consisting of 1, 2, or 3 half- 125 
v/ords is fetched under the control of an I- 
fetch microinstruction in the CDR. The in- 
struction fetch operation depends on the for- 
mat of the instruction. Instructions have RR, 
RX, RS, SI and SS formats and are des- 130 
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cribed in detail in the above referenced Prin- 
ciples of Operation. An RR format relates to 
a register to register operation, i.e.^ two 
operands from the auxiliary store. An RX for- 
mat relates to a register to indexed storage 
operation- An RS format relates to a register to 
storage operation. An SI denotes a storage and 
immediate operand operation. An SS format 
relates to a storage to storage operation. 

The instnicuon count or address is stored 
in the CPU zone of work store. The CPU 
zone has eight addressable words of storage. 
The locations are allocated as follows: — 

Locations 0 and 1 — ^W'ork Area 
Locations 2 and 3— Effective Address 

and Work Area 
Locations 4 and 5 — Instruction Count 
Location 6 — First Halfword of Instruc- 
tion 

Location 7— Microprogram Start Address. 

As stated above an instruction is fetched 
from main storage under the control of the I- 
fetch microinstrucdon using an address pro- 
vided by the instruction count in work store 
locations 4 and 5. The count in locations 4 
and 5 is then incremented by 2. The first 
half-word of the insuruction is set into location 
6 and the instruction code is examined to 
determine the format of the instruction. 

If the instruction has an RR format, the 
second operand is obtained from a GPR in 
the auxiliary store by. gating the address 
field of the instruction to ASAR directly from 
location 6 in work store. Operand 2 is loaded 
into work store locations 0 and 1, or 2 and 3. 
The execution of their instruction can now 

If the instruction has a format other than 
RR, a further access is made to main storage 
using the address in locations 4 and 5 of work 
store which are given a further mcrement of 
2 The second half word is set in location 3 
of work store. The field in the second 
half-word of the instruction is used as an 
address for a GPR. The contents of this GPR 
is added to the Dc field of the second half- 
word of the instruction in location 3 and the 
sum B;, + D:: stored in locations 2 and 3 of 
work store. If the instruction has an RX for- 
mat the contents of the GPR indicated by the 
X" field is added to the contents, B- + D-, 
of locations 2 and 3 and the sum stored in 
locations 2 and 3. Operand 2 is then fetched 
from main store at an address indicated by 
the contents of locations 2 and 3. Execution 
can now commence for RX, RS and SI in- 
structions. ^ . , 

If the instruction has an SS format a further 
access to main store is necessary to fetch the 
third half-word of the in&truaion. Two mam 
store addresses have to be calculated and two 



operands fetched from storage before the in- 
struction can be executed. 

A t\'pical sequence of microinstructions far 
fetching the instruction and operands^ execu- 
ting the instruction, and storing the result is 
as follows : 

RX Add 

I-fetch 

i 

Branch (Index) 

1 

Branch (Instruction) 
i 

Fetch Operand 2 

i 

Branch (Operation code) 

i 

Add operand 1 and 2 

i 

Branch (overflow) 
i 

Store result in GPR 

i . ^ 
Branch Tsign) 

Branch (zero) 

Having explained the operation of the data 
processing apparatus for one instruction, it 
will be clear that a program of instructions can 
be executed in the same way. As described 
above to assist the programmer in debugging 
programs, a program event recording feature 
''PER) is incorporated which permits the pro- 
gram to be alerted for certain predetermined 
events. Four t^^ical events outlined above 
are: — 

1. the fetching of an instruction from 

designated main storage locations; 

2. the successful execution of a branch 
instruction; ^ 

3. the alteration or use of designated 

general registers (GPR); 

and 

4. the alteration or use of designated 
main storage (MS) locations. 

The program has control over conditions 
that are considered program events (PE) for 
recording purposes and can specify selecnvely 
one or more events to be monitored. The in- 
formation concerning a program event is pro- 
vided to the program by means of a program 
interruption with the cause of the interruption 
identified in the interruption code field of the 
PSW The PE information is stored in three 
control registers A, B and C located in die 
common area of control store. ^ 

The format of the registers A, B and C is 
as follows: — 
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Control Register A 



PER CODE 



PER — GPR ALTERATION CODE BITS 



7 8 



15 16 



31 



Control Register B 

PER STARTING ADDRESS 
0 7 ■ 8 31 

Control Register C 



0 7 8 

PER code bits 0 to 7 of control register A 
indicate the events which are to be detected 
and recorded. The bits are assigned as fol- 
5 lows : — 

Bit 0 — Successful Branch Code bit 
Bit 1 — Instruction Fetch Code bit 
Bit 2 — ^Main Storage Code bit 
Bit 3— GPR Code bit 
10 Bits 4 to 7 — Other Events 

It is clear that events other than the four 
defined above can be recorded and that bits 
4 to 7 or different combinations of bits can 
be used to specify these other events. A one 

15 on any one of portions 0 to 3 indicate that 
the event is to be recorded. A zero causes the 
event to go unrecorded. 

PER— GPR Alteration code bits 16 to 31 
of register A specify which of the GPR's are 

20 to be monitored for alteration or use of their 
contents. Each of the 16 bits refers to a dif- 
ferent one of the 16 GPR's located in auxiliary 
store 9 in the order of ascending addresses. 
When a bit is a ' one % the register is included^ 

25 when * zero ' the register is excluded from 
PER. 

PER starting address bits 8 to 31 of control 
re^ster B an address that designates the 
beginning of a monitored main storage area. 
30 PER ending address bits 8 to 31 of control 
register C designates the end of the monitored 
area of main storage- 

In addition to the PER code bits, a pro- 
gram event mode bit in the PSW may be used 
35 to control PER, e.g., if the PE mode bit in 
the PS W is ' one ' and a PE code is * one ' 
then PER is active; but if the PE mode bit 
is zero PER is inhibited. 

Program interrupts for PER are handled in 



PER ENDING ADDRESS 



31 

the same way as any odier interrupt. Control 40 
logic 19 is provided with a number of extra 
latches for PER. A PE mode latch is provided 
for a PE mode bit and PE code latches are 
provided for the PE Code bits. A PE detected 
latch is provided for indicating that a program 45 
interrupt is to be taken to record the detected 
event and a PE Log latch is provided for 
handling certain more complicated events as 
will be described later. 

The PE code bits need not be held in 50 
system control latches in control logic 19 but 
could be held in the CPU external latches 15 
in which case the PE code bits are tested by 
the microprogram. 

A particular embodiment of the invention 55 
will now be described with reference to the 
Flow Chart which shows the detection and 
recording of each of the four events described 
above. However, it will be appreciated that 
other events may be detected and recorded 60 
and that other types of data processing appara- 
tus can be used. 

Refer to sheet A of the flow chart which 
starts with the I-fetch microinstruction (50) 
in the CDR. (N.B. the numbers in parenthesis 65 
refer to points in the flow chart). As part 
of the I-fetch microinstruction a number of 
tests are performed by control logic 19. For 
PER, the PE detected latch (51) is tested and 
if set a program interrupt is taken to record 70 
an event which had been detected during the 
last instruction execution. The setting of the 
PE detected latch and the program interrupt 
will be described later. 

If the PE detected latch (51) is not set, 75 
the PE mode latch (52) is tested. If the PE 
mode latch is not set program event recording 
is inhibited, the I-fetch operation Is completed 
and the microprogram continues to the 
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branch on operations code microinstruction 
(53), i.e., the operations code of the fetched 
instruction. Tests (51) and (52) occur simul- 
taneously and may be combined by suitable 
5 logic. 

The branch (54) sheet B is performed by 
forcing an address in SAR of the next micro- 
instruction. The address depends on bits 0 
and 1 of the operation code, i.e., RR; RX; 

10 RS or SI; or SS formats. Also at this point a 
microprogram interrupt can be taken to select 
a different zone of work store. 

A program event is detected if an appro- 
priate microinstruction is executed and an 

15 associated PE code bit or latch is set. 

At I-fetch if the event mode latch is set a 
test (55) is made to determine whether the 
I-fetch address compare code bit is set. Test 
(55) may be performed by the microprogram 

20 testing the code bits in external latches 15. 
However by providing latches in control logic 
19 for the PE code bits, the test (55) may be 
performed by the hardware system control 
logic by comparing the PE code bits and bits 

25 of the I-fetch microinstruaion. Tests (52) and 
(55) may be combined by using suitable logic. 

If the PE I-fetch address compare code 
bit is not set (test 55) the main microprogram 
continues. If the PE I-fetch code bit is set, the 

30 microprogram tests (56) whether the address 
of the instruction is between the PER starting 
and ending addresses. Test (56) can be per- 
formed by comparing the addresses in control 
registers B and C with the instruction count. 

35 If the instruction address is not between the 
PER starting and ending addresses, the micro- 
instruction ''complete I-fetch" (57) micro- 
instruction returns the operation to the main 
microprogram which proceeds to the branch 

40 on operations code microinstruction (53). The 
" complete I-fetch " microinstruction allows I- 
fetch to be executed without testing for a 
program event. If the instruction address is 
in the range between starring and ending 

45 addresses, a program event is detected and the 
microprogram sets (58) the PE code and the 
address of the instruction in a buffer register 
in the common area of control store. The 
microprogram then sets the r'E detected latch 

50 (59). At this point the "complete I-fetch" 
microinstruction (57) returns operation to the 
main microprogram. 

Assuming that no program events are 
detected after the branch on op>erations code 

55 microinstruction 53, the microprogram retums 
to point A and a further I-fetch (50) is made. 
During this I-fetch test (51) is made as before 
to determine if an event has to be recorded- 
Assuming that the PE detected latch had been 

60 set during the previous I-fetch, a program 
interrupt is taken to record the event. 

During the interrupt the program event code 
and the address in the buffer are transferred 
(60) and (61) to specified locations in main 

65 store. When an instruction produces more 



than one event all the events are concurrently 
indicated by the PE code i.e., more than one 
PE code bit may be present but only one 
instruction address is needed. The program 
interruption is always taken after tiie execu- 70 
tion of the instruction responsible for the 
event so that the occurrence of the event does 
not affect the execution of the instruction, 
which may be completed, terminated or sup- 
pressed. 

During the program interrupt the ctirrent 
PSW is updated (62), i.e., the address of the 
next instruction is calculated and inserted in 
the instruction count field of the PSW and 
a PE interrupt code is inserted in the interrupt 
field of the PSW to indicate tiie cause of the 
interrupt. 

The PE detected latch and the buffer are 
then reset (63). The current PSW is stored 
in main store (64) and a new PSW is loaded 85 
(65) for analysis of the interrupt by a program 
subroutine (66). After analysis of the inter- 
rupt the old PSW is usually reloaded by the 
programmer (67) and operation remms to A 
where I-fetch is continued. When more than 90 
one PE code bit is present indicating that 
more than one event has taken place, only 
one interrupt is required as the interrupt 
analysis is designed to handle multiple events. 

The other program events can be detected ^5 
after the branch on operations code micro- 
instniaion (53) as shown on sheets B and C of 
the flow chan. These events may be detected 
when certain microinstructions are used, i.e. 
a GPR alteration or use event can be detected 
when a GPR write instruction is used, a main 
storage alteration or use event can be detected 
when a M.S. write microinstruction is used 
and a successful branch event can be detected 
when a successful branch microinstruction 105 
occurs. The successful branch microinstruaion 
always follows a successful branch in the 
microprogram used in this particular embodi- 
ment. 

A GPR or MS write microinstruction, or a 110 
successful branch nucroinstruction can occur 
in a number of the microprogram routines 
which follow the branch on operation code, 
but only one example of each is shown on the 
flow chart- 

The successful branch event is shown on 
sheet B. A successful branch instruction is 
always terminated by successful branch micro- 
instruction (68). As described for the I-fetch 
event the event mode latch is tested (69). If 120 
the event mode latch is not set, the micro- 
program retums to A and continues with the 
next I-fetch microinstruction. If the event 
mode latch is set, a test (70) is made by 
microprogram or control logic to determine if 125 
the successful branch PE code bit is set. As 
stated above test 70 can be performed by com- 
paring the PE code bits with bits of the micro- 
instruction. If the test (70) is negative the 
microprogram retums to A. If the test (70) is 130 
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positive, a program event is detected, and the 
PE code and address of the branch instruc- 
tion is stored in the buffer (71). As the branch 
instruction has already been executed, the 

5 program interrupt can be taken immediately 
and the operation proceeds to entry B on sheet 
A, For this event there is no need to set the 
PE detected latch to provide the interrupt. 
The interrupt sequence (60) to (67) is followed 

10 as described above for tlie I-fetch address 
compare program event. 

The GPR and MS alternation or use pro- 
gram events are shown on sheets B and C of 
the flow chart. The events are detected when 

15 a write microinstrucdon is used. These events 
can occur during the execution of instructions 
with a number of formats and are also more 
complicated to detect. 

When a GPR write (72) or a MS write (73) 

20 microinstrucdon is loaded into the CDR^ tlie 
PE mode latch (74) or (75) is tested. Test 
(74) or (75) may be combined with the test- 
ing of the GPR or MS PE code bit (76) or 
(77) respectively. As described above tests (76) 

25 and (77) may be made by microprogram or by 
the control logic 19 in which case the tests 
(74) to (77) may be carried out by suitably 
designed logic. 

If the event mode latch is not set or if the 

30 appropriate PE code bit is not set, the main 
microprogram is continued (78) or (79) and 
the microprogram remms to A. If the test 
(74) or (75) indicates that the event mode 
latch is set and either of the tests (76) or (77) 

35 indicate that the appropriate PE code bit is set 
a possible program ev^t is detected and a PE 
log latch is set (80). The PE log latch is 
located in control logic 19 and is set to enable 
information concerning the program event to 

40 be logged-out to the console zone of work 
store (82). The procedure allows the data log- 
ged out to be analysed without disturbing the 
CPU zone of work store which was active 
when the possible event was detected. The 

45 data is logged-out to the console zone under 
control of control logic 19. Log-out logic is 
primarily provided for handling error condi- 
tion program checks, for instruction retry and 
for system reset (81). The data logged-out to 

50 the console zone includes the contents of 
SAR, BAR, ASAR, WSAR and the CPU zone 
of work store. Note that the analysis of an 
error or check condition in console zone takes 
priority over the analj^is of a program event. 

55 Operation of die data processing apparatus 
now continues in console zone of work store 
by forcing a microprogram start address to a 
microprogram routine for analysing the pro- 
gram event (83). Tiie microprogram now 

60 tests if the PE log latch has been set (84). 
If the PE log latch has not been set the 
microprogram enters an error handling or a 
system reset subroutine (85). If the PE log 
latch is set, the microprogram commences the 

65 analysis of the program event. 



The microprogram now tests (86) if tlie 
detected event is a GPR or a Main store 
event (sheet C). This test can be carried out 
by testing a particular bit position of the 
microinstruction whidi was in the CDR when 70 
the possible event was detected. This micro- 
instruction v/as read from control store using 
the contents of BAR now in console zone. 

If the possible event is a GPR event, the 
microprogram tests (S7) if the contents of 75 
ASAR matches the GPR alteration mask bits 
in register A located in control store. If the 
possible event is a MS event, the micropro- 
gram tests (88) if the logged-out SAR address, 
is between the PER starting and ending 80 
addresses. If the result of test (87) or (88) 
is positive, a program event is detected, and 
the PE code and address in Main store or 
ASAR are stored in the buffer in control store 
(89). The PE detected latch is now set (90). 85 
The setting of the PE detected latch enables 
a program interrupt to be taken after the cur- 
rent instruction has been executed. 

The microprogram continues after the PE 
detected latch has been set or if tests (87) or 90 
(88) prove negative. The PE log latch (91) 
is reset and the CPU zone of work store selec- 
ted (92). The execution of the current instruc- 
tion now recommences (93) using a micropro- 
gram start address in the CPU zone of work 95 
store. Eventually the operation returns to A 
where the next I-fetch is attempted or an 
interrupt taken if the PE detected latch is set. 

For the GPR and MS program events the 
log-out facility which is primarily provided lOO 
for error handling program checks, instruction 
retry or system reset can be used- Accordingly, 
it will be appreciated that the present inven- 
tion may be embodied in a data processing 
apparatus without requiring the addition of 105 
more than a few latches carrying out certain 
of the program event tests, the remaining tests 
being carried out by the microprogram. The 
hardware latches ensure tliat die program 
event microprogram is entered only if the 110 
appropriate PSW and control register mode 
bits are set on. Thus tJiere is no degradation 
in CPU performance when the progranmier 
wishes to ignore program event recording. By 
using the microprogram to carry out the 115 
various tests the use of additional hardware 
latches can be avoided. 

WHAT WE CLAIM IS: — 

1. Data processing apparatus for executing 
a program of instructions, in which predeter- 120 
mined situations occurring during the execu- 
tion of an instruction are designated program 
events, the apparatus including means for in- 
dicating that a particular program event or 
events is to be detected, means for detecting 125 
tiiat an indicated event has occurred, means 
responsive to the detection of an indicated 
event for recording that the indicated event has 
occurred, means for completing the execution 
of the instruction during which the indicated 120 
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program event was detected, and micropro- 
gram control means for fetching instructions 
from storage and for executing instructions in 
arithmetical and logical imit, in which each 

5 program event has an associated microinstruc- 
tion:, and in which the detecting means is res- 
ponsive to the indication that a pardcular 
event is to be detected and to the occurrence 
of the microinstruction associated with the 

10 event. 

2- Apparatus as claimed in claim 1, m- 
cluding means for generating a program inter- 
ruption on completion of the execution of the 
instruction in which an indicated event was 
15 detected whereby the recording of the event 
can be delayed until that instruction has been 
executed. ^ . - . 

3. Apparatus as claimed in claim 2, in 
which the interruption generaung means in- 

20 eludes a program event detected latch settable 
by the detecting means in response to the de- 
tection of an indicated event. 

4. Apparatus as claimed in claim 2 or 3 
including a buffer for storing a code represent- 

25 ing the event or events detected and informa- 
tion indicating the storage or register location 
at which the event occurred or the address 
of the instruction in which the event occurred; 
in which the recording means is effective dur- 

30 ing the program interrupt for transferring the 
program event code and the information stored 
in the buffer to specified main storage loca- 
tions. . 

5. Apparatus as claimed in claim 3, m 
35 which the program event detected latch is 

tested at die ume each instrucdon is fetched 
from storage and in which if the program 
event detected latch is set during the execution 
of the previous instruction the program in- 
40 terrupdon is taken to record tlie event. 

6. Apparatus as claimed in any one^ of the 
preceding claims including means for inhibit- 
ing operadon of the program event indicating 
means, whereby the apparatus executes in- 

45 stmaions without recording program^ events. ^ 

7. Apparatus as claimed in claim 6, m 
which the inhibiting means includes a pro- 
gram event mode indicator. 

S. Apparatus as claimed in claim 7^ in 

50 which the program event mode indicator is 
provided by a bit of a program status word. 

9* Apparatus as claimed in claim 2 and any 
one of claims 3 to 8 including means for pro- 
viding in a program status word a program 

55 interrupt code indicating that the interrupt is 
required for recording a program event. 

10. Apparatus as claimed in any one of the 
preceding clauns including means for pro- 
viding a log-out of data from operating parK 

60 of the apparatus for handling errors, checks and 
instruction retty, in which the detecting means 
uses said means for providing a log-out of 
data when a program event requinng analvsis 
is indicated; whereby data in the operating 

65 parts of the apparatus relating to the execu- 



tion of the current instruction is preserved, so 
that execution of the ctirrent instruction can 
be completed after the indicated event has 
been analysed. 

11. Apparams as claimed in claim 1 includ- 70 
ing a plurality- of latches, in which each latch 
indicates that a different event is to be detected 

and in which the outputs of the latches are 
logically combined with particular bits of the 
microinstructions for detecting the occurrence 75 
of an event. 

12. Apparatus as claimed in claims 7 and 
11 including a program event mode latch 
settable in accordance with the program event 
mode indicator, in which the output of the 80 
program event mode latch is logically com- 
bined with the outpurs of the pluralit>' of 
latches whereby the program event indication 
given by the plurality of latches may be in- 
hibited. . . 85 

13. Apparatus as claimed in claim 9 in- 
cluding a local store having one portion 
assigned for operations involving instruction 
fetch and execution, and another portion pri- 
marily assigned for operations involving the 90 
log-out of data from operating pans of the 
apparatus; in which in the detection of a pro- 
gram event requiring analysis, data relating 

to the program event is logged-out to said 
other portion of the store while data relating 95 
to the execution of the current instruction is 
preserved in said one portion of the local store. 

14. Apparatus as claimed in claim 13, in 
which said one portion of the local store 
stores a microprogram address from which 100 
execution of the current instruction can recom- 
mence after the detected program event has 
been analysed in said other ponion of the local 

store. , . 

15. Apparatus as claimed in claim 13 or 105 
claim 14 including control logic for controlling 
log-out of data to said other portion and for 
forcing a microprogram start address whereby 

the microprogram analyses the deteaed pro- 
gram event. , j 

16. Apparatus as claimed in claim 3 and 
any one of claims 13, 14 or 15, in which the 
program event detected latch is set when^ the 
analysis of the event satisfied a predetermined 
condition. 

17. Apparatus as claimed in any one or 
claims 13 to 16, in which a first and a second 
program event relate to the alteration or use 
of a particular local register, and to the altera- 

tion or use of a main storage location within 120 
a particular range of locations, respectively; in 
which a local register microinstruction and a 
main storage microinstruction are associated 
with the first and second program events res- 
pectivelv; in which the data logged-out to said 125 
other portion of the local store includes the 
contents of the main storage address register, 
the local register address and the contents of 
said one portion of the local store; and in 
which the analvsis includes a comparison of 130 
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the address of the particular local register 
or particular range of locations with the 
address of the actual register or the actual 
location respectively. 

5 18. Apparatus as claimed in claim 11 or 12, 
in which a third program event relates to the 
fetching of an instruction from a designated 
area of storage and is associated with instruc- 
tion fetch microinstnictioa and in which the 

10 microprogram compares the actual address of 
the instruction with the range of address of 
the designated area of storage. 

19. Apparatus as claimed in claims 3 and 
18, in which the program event detected 

15 latch is set when the actual address is within 
the range of address of the designated area of 
storage. 

20. Apparatus as claimed in claim 11 or 12, 
in which a fourth program event relates to the 



successful execution of a branch instruction 20 
and is associated with a successful branch 
microinstruction which foUows the successful 
branch. 

21. Apparatus as claimed in claims 3 and 

20, in which the program interrupt is taken 25 
immediately the fourth program event is de- 
tected, without setting the program event 
detected latch. 

22. Data processing apparams substan- 
tially as described with reference to the draw- 30 
ing. 

23- Data processing apparatus substantially 
as described with reference to the flow chart. 

ALLAN E. MITCHELL, 
Chartered Patent Agent, 
Agent for the Applicants. 
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